ATLANTIC GASTROENTEROLOGY, P.C.
HIPAA PRIVACY NOTICE
Your Information. Your Rights, QOur Responsibilities.

i THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY
BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
1 INFORMATION. PLEASE REVIEW IT CAREFULLY.

As part of the federal Health Insurance Portability and Accountability Act of 1996, known as HIPAA, Atlantic
Guastrocnterology, P.C, {“ Atlaniic Gastroenterology ”) has crealed this Notice of Privacy Practices (*Notice™. This
Nolice states ORG Medical’s privacy praciices and e rights you, the individual, have as they relate to the privacy
of your Protected Health Information (“PHI”. Your PHI is information about you, or that could be used to
identify you, as it refates to your past and present physical and mental health care services. We, at Adange
Gastroenterology want you to know that nothing is more central to our operations than maintaining the privacy of
your PHI We take our responsibility to protect this information very seriously, The HIPAA regulations require
that Atlantic Gastroenterology, and our Business Associates and their subcontractors, protect the privacy of your
PHI that we have received or created. For any uses or disclosures that are not listed below (Including Marketing
and Selling of PHI), Adantic Gastroenterology will obtain a written authorization from you lor that use or
disclosure, which you will have the right (0 revoke at any time, as explained in more detail below, Atlantic
Gastroenterology reserves the right to change our privacy practices and this Notice, If you have questions about
this Notice, please contact the Privacy Officer referenced in the Contact Information af the end of (he Notice.

Adanlic Gastroenterology will use and disclose your PHI for many dilferent reasons. Some of the nses or
disclosures will require your prior written authorization, others will not. Below you will find the different

caiegories of uses and disclosures.

A. USES AND DISCLOSURES RELATED TO TREATM ENT, PAYMENT, OR HEALTHCARE
OPERATIONS
A healtheare provider may use and disclose vour PIHI without your consent for the lollowing reasons: -
4. For treatiment. A healthcare provider may disclose your PHI to physicians, psychiatrists, psychologists,
and other licensed health care providers who provide you with health care services or arc otherwise

involved in your care.
For health care operations. A healthcare provider may disclose your PHI to facilitate the clficient and

h.
correct operation of their practice. A healtheare provider may also provide your PHI (o their
attorneys, accountants, consullants, and others (o make sure that they arc in compliance with
applicable laws,

¢ To obtain payment Jor reatment. A healtheare provider may use and disclose your PHI (o bill and

collect payment for the treatment and services provided (o you,

d. During an emergency, Your consent isn’t required if you need emergencey treatment provided that a
healtheave provider attempis to get your consent afier reatment js rendered. In the event that a
healtheare provider tries to get your consent but you arc unable to conununicate with them, ¢.g., you
Are UNConscious or in severe pain, but they think that you would consent to such treatment 1l vou

could, they may disclose your PHI,



B. CERTAIN OTHER USES AND DISCLOSURES THAT DO NOT REQUIRE YOUR CONSENT

Atlantic Gastroenterology may also use and dise

a,

b,

d,

h.

m.

.

lose your PHI without your consent for the following reasons:

Uses and disclosures as requived by law: We st disclose your PHI when required to do so by

applicable federal or state faw,

Dites and disclosure for Public Healih Activities: We may disclose your PHI to federal, state, or local
authoritics, or other entities charged with preventing or controlling disease, injury, or disability for
public health activities. ‘These activities muay include the following: disclosures 1o report reactions to
medications or other products to the U.8. Food arid Drug Administration or other authorized entity;
disclosures to notify individuals of recalls, exposure {o a disease, or risk for conlracting or spreading a

disease or condition.
Uses and disclosure about victinis of abuse, neglect or domestic violence: Adantic Gastroenterology

may use or disclose PHI about you to a government authority if it is reasonably believed you are a
victim of abuse, neglect or domestic violence, ’

Uses and disclosures for health gversight activities: We may disclose your PHI to an oversight agency
for activities authorized by law, These oversight activities include audits, investigations, and
inspections, ds necessary for our licensure and for government monitoring of the health care system,
governiment programs, and compliance with federal and applicable state law.

Disclosures to Individuals Involved in your Care: Atlantic Gastroenterology may disclose PHI about
you to individuals involved in your care. .

Disclosures for judicial and administrative proceedings: Atlantic Gastroenterology may disclose PHI
about you in the cowrse of any judicial or administrative proceedings, provided tha proper
documentation is presented to ORG Medical, s
Disclosures for law enforcement purnoses: Adl
law enforcement officials for authorized purpo;

subpoena.
Uses and disclosures about the deceased: Adantic Gastroenterology may disclose PHI about a

deceased, or prior to, and in reasonable anticipation of an individual’s deatl, to coroners, medical
examiners, and funeral divectors.
Lises and disclosures for research purposes: Atlantic Gastroenterology may use and disclose PHI
about you for research purposes with a valid waiver of authorization approved by an institutional
review board or a privacy board. Otherwise, Atlantic Gastroenterology will request a signed
authorization by the individual for all other research purposes,

Uses and disclosures 1o avert a sevious threat to health or safety: Atlantic Gastroenterology may use or
disclose PHI about you, if it believed in good faith, and is consislent with any applicable Jaw and
standards of ethical condugt, to avert a setious threat to health or safety.

Uses and disclosures {or specialized government funcions: Atlantic Gastroenterology

disclose PHI about you for spectabized governtrent funciions including; military and veteran’s
activilies, national security and inteiligence, protective services, department of state functions, and
correctional institutions and law enforcement custodial situations,

Discloswe for workers' compensation: Atlantic Gastroenterology may disclose PHI about you as
authorized by and to the extent necessary to comply with workers' compensation laws or programs
established by law,

Disclosures for disaster relief purposes: Atlantic Gastroenterology may disclose PHI about you as
authorized by law to a public or private entity (o assist in disaster relicf efforts and for family and
personal representative notification.

Disclosures to business associates: Adantic Gastrocenterology may disclose PHI about you to QRG
Medical’s business associnies for services that they may provide to or for Atlantic Gastroenterology .
To ensure the privacy of your PHI, we require all business associates to apply appropriate safeguards
to any PHI they receive or ercate,

Disclosures after death: Atfaniic Gastroenterology may disclose deceased individuals PHI to non-
family members, as well as family members, who were involved in the care or payment for healtheare

antic Gastroenterology may disclose PHI about you to
ses as required by law or in response to a court order or

Ay use or




of the decedent prior to death: however, the disclosure must be limited to PHI relevant to such care or
payment and cannot be inconsistent with any prior expressed preference of the deceased individual,
P Appointment reminders and he cd benefits or setviges: Adantic Gastroenterology is permiticd
to contact you, without your prior autherization, o provide appointment reminders or information
about alternative or other health-related benefits and services that may be of interest to you,

C. FORALL OTHER USES AND DISCLOSURES
In any other sitwation not described in Sections A and B, Atlantic Gastroenterology will request your wrilten

althorization before using or disclosin
In writing at any time. To revoke a previously authorized use or disclosure,

g any of your PHIL In addition, you may revoke such an authorization
please contact the Privacy Officer

referenced in the Contact Information at the end of the Notice,

When it comes to your health information, you have certain rights, This section explains your rights and some of
our responsibilities to help you,

1,

"The right to view and obtain copies of Your PHI. You have a right to see, and to keep a copy of, all of
your health records except psychotherapy notes and information compiled in reasonable anticipation of,
or for use in, a civil, criminal, or administrative action or proceeding, Your request for a copy of your
record must be in writing, ‘We will provide a copy or a summary of your health and claiins records,
usually within 30 days of your request. We may charge a reasonable, cost-based fee, In very limited
circumstances your request to inspect and obtain a copy of your health information may be denied. In that
case, you may request. that the denial be reviewed by an independent person,

‘The right to request limits on uses and disclosuves of your PHI. You can ask us not to use or share cextain
health information for treatment, payment, or our operations. You may also request that any part of your
protected health information not be disclosed to family members or friends who may be involved in your-
care or for nolification purposes as described in this Notice, Additionally, you may obtain restrictions on
the disclosure of your PHY-to a health plan for payment or healthcare operations with respect to specific
items and services for which you have paid out of pocket iu full. To request a restriction, you must make
your request in writing using the Contact Information at the end of this Notice. In your request, you must
indicate (1} what information you want {o limit; {2) whether you want to hmit the Plan’s use, disclosure or
both; and (3} to whom you want fhe limits to apply {for example, disclosures to your spouse or parent),
We are not required to agree to your request, and we may say “no” if it would affect your care.

The right to choose how a healthcare pmﬁdcr sends your PHI to you. It is your right to ask that your PHI

~ be sent to you at an alternate address or by an aliemate method, The healtheare provider is obliged to

agree (o your request providing that they can give you the PHI in the format you requested, without undue
inconvenience.

You have the right to receive an accounting of disclosures ~ You have the right to request a list of
disclosures of your health information that we have made that were not for treatment, payment, or health
care operations, required by law, or authorized by you. Your written request must state the tme period for
the requested information and be no greater than six years prior to date of request.

The healthcare provider will respond to your request for an accounting of disclosures within 60 days of

receiving your requesi.

The right to amend Your PHIL. If you believe that there is some error in your PHI or that important
information has been omitted, it is your right to request that the healtheare provider corrects the. existing
information or adds the issing information. Your request and the reason for the request must be made



in writing. You will receive a response within 60 days of receipt of your request, If your request is denied, you have
the right to file a written statemnent objecting (o the denial. If you do not file a written objection, you still have the
vight to ask that your request and the denial be attached to any future disclosures of your PHI

6. The right to receive additional copies of this HIPAA Privacy Notice: You have the right to request an additional
paper or electronic copy of this notice. You also have the right to direct the healthcare provider to transmit an
electronic copy of PHI to an entity or person designated by you.

7. Notification of Breaches: You will be notified of any breaches that have compromised the privacy of your PHI.

A,

B,

D.

ADDITIONAL HIPAA RULES AND INFORMATION

Minimum Necessary Rule
Our staff will not use or access your PHI unless it is necessary to do their jobs (i.¢ doctors uninvolved in

your care will not access your PHY; ancillary clinical staff caring for your will not access your billing
information; billing staff will not access your PHI except as necded to complete the claim form for the
latest visit; janitorial staff will not access your PHI). All of our team members are trained in HIPAA
Privacy rules and sign strict Confidentially Contracts with regards to protecting and keeping private your
PHI So do our Business Associates and their Subcontractors. Know that your PHI is protect several layers

deep with regards to our business relations.

Inecidental Diselosure Rule
We will take reasonable administrative, technical and security safeguards to ensure the privacy of your PHI

when we use or disciose it. However, in the event that there is a breach in protecting your PHI we will
follow Federal Guidelines to HIPAA Omnibus Rule Standard to first evaluate the breach situation using the
Omnibus Rule, 4-factor Formula for Breach Assessment. Then we will document the situation, retam
copies of the situation on file, and report all breaches (other than low probability as prescribed byt the
Omnnibus Rule) to the US Department of Health and Human Services at:

Hitp:www.hhs, goviocr//orivocy/hipaa/administrativebreochaotificalionrule/brinstruction html

We will also make proper notifications to you and any other parties of significance as required by HIPAA

Law.

Business Associate Rule
Business Associate and other third parties (if any) that receive your PHI from us wifl be prohibited from re-

disclosing it unless required to do so by law or you give express written consent to the re-disclosure.
Nothing in our Business Associated agreement will allow our Business Associate to violate this re-
disclosure prohibition, Under Omnibus Rule, Business Associates will sign a strict confidentially
agreement binding them (o keep your PHI protected and report and compromise of such information to us,
you and the United States Department of Health and Human Services, as well as other required entities.
Our Business Associates will also follow Omnibus Rule and have any of their Subcontractors that may
directly or indirectly have contact with your PHI, sign Confidentially Agreements to Federal Omnibus

Standard,

Super~ confidential Information Rule



If we have PHI about you regarding communicable discases, disease testing, alcohol or substance abuse diagnosis
and treatment, or psychotherapy and mental health records (super confidential information under the law), we will
not disclose it under the “USIES AND DISCLOSURES RELATED TO TREATMENT, PAYMENT, OR
HEALTHCARE OPERATIONS” Rules above without your first signing and properly completing our Authorization
form (i.e. your specifically must initial the type of super-confidential information we are allowed to disclose), 1f you
do not specifically authorize disclosure by initialing the super-confidential information, we will not disclose it unless
authorized under the Special HIPAA Disclosure Rules (i.e, we are required by law to disclose it). If we disclose
super confidential information (either because you have initialed the consent form or the Special Rules authorizing
us 1o do 50), we will comply with state and federal Jaw that requites us ta warn the recipient in writing that re-

disclosure is prohibited.

E. Faxing and Emailing Rule

When you request us to fax or emaii you PHI as an alternative communication, we may agree to do so, but only
alter having our Privacy Officer or treating doctor review that request. For this communication, our Privacy Officer
will confirm that fax number or email address is correct before sending the message and ensure that the intended
recipient has sole access to the fax machine or computer before sending the message; confirm recipient, locate our
fax machine or computer in a secure location so unauthorized access and viewing is prevented; use a fax cover sheet
so the PHI is net the first page to print out (because unavthorized persons may view the top page); attach an
appropriate notice 1o the message. Our emaiis are all encrypted per Federal Standard for your protection.

F. Practice Transition Rule

If we sell our practice, our patient’s records {including but not limited to your PHI) may be disclosed and
physical custody may be transferred to the purchasing healthcare provider, but only in accordance with the law. The
healtheare provider who is the new records owner will be solely responsible for (or duty associated with) transferred
records. 1T all the owners of our practice die, our patient records (including but not limited to your PHI) must be
transferred to another healthcare provider within 90 days to comply with State & Federal Laws. Before we transfer
records in either of these two situations, our Privacy Officer will obtain a Business Associate Agreement from the
purchaser and review your PHI for super-confidential information (i.e. communicable disease records), which will
not be transferred without your express written authorization (indicated by your initials on our Consent formy),

G, Inactive Patient Records

We will retain your records for seven years from your last treatment or examination, at which point you wil
become an inactive patient in our practice and we may destroy your records at that time (but records of inactive
minor patients will nof be destroyed before the child’s eighteenth birthday). We will do so only in aceordance with
the law (i.e. in a confidential manner, with a Business Associate Agreement prohibiting re-disclosure if necessary),

H. Collections

1f we use or disclose your PHI for collections purposes, we wili do so only in accordance with the law,

Complaints




If you believe Atlantic Gastroenterology has violated your privacy right, or if vou object to a dicision that was made
about access to yowr PHI, you are entitled to file a complaint with the Privacy Officer listed below. You may also
send a written complaint to the Secretary of the Department of Health and Human Services at, 200 independence
Avenue 5.W., Washington D.C,, 20201, If you file a complaint about privacy practices, Atlantic gastroenterology

will fake no retaliatory action against you.

Person to contacl for information about this notice or to complain about privacy practices,

H you have any questions about this notice or any complaints about privacy practices, or would like to know how to
file a complaint with the Secretary of the Department of Health and Human Services, please contact

Dr. Alexander Shapsis
HIPPA Privacy Officer
Atlantic Gastroenterology
2797 Ocean Parkway, 1% Floor
Brooklyn, New York 11235

(844) 7427147

This notice went into effect Japuary 1, 2014

I acknowledge that X have read, understood, and received a copy of this notice.

Date: Signature:

Patient’s name:

Date: Signature:

ITunder 18, Patient's Guardian's Name;




